Fintelligence

The protection of your data is important to us.

Data protection

This privacy policy applies to Fintelligence Ltd and all Fintelligence group companies
(hereinafter referred to as “Fintelligence”).

When you use our services or visit our website or use the e-learning portals of the Learning
Management System, this is done on the basis of our data protection policy (see description
below). We provide our users with the ability to exercise control over the information we
collect and process in accordance with this Privacy Policy, Cookie Policy or Settings.

With this privacy policy we are informing you about the scope of the processing of your
personal data (hereinafter "data").

1. Responsible for data processing
Responsible for data processing is:

Fintelligence Ltd
Aabachstrasse 8
6300 Zug
info@fintelligence.ch

2. General information on data processing

We primarily process the personal data that we receive from our customers and other business
partners as part of our business relationship with them and other persons involved, or that we
collect or receive from users when operating our websites, e-learning portals of the Learning
Management System and other applications.

All data processing is carried out only for specific purposes. These may arise, for example,
from technical necessity, contractual requirements, legal regulations, overriding private or
public interest or your express consent. We primarily collect data to enter into and fulfil our
contracts with our customers and business partners. Furthermore, your personal data may be
related to the proper management of our company, namely the provision of our services and
products in the e-learning area, the conduct of training and certificate courses, the associated
administration, invoicing, answering questions and concerns, information about our products
and services and their marketing, support with technical matters as well as the evaluation and
further development of services and products.

In addition, we may use your and other people's personal data, as permitted by law or
contract and as we deem appropriate, for the following purposes in which we (and
sometimes third parties) have a legitimate interest corresponding to the respective purpose:

- Offering and further developing our offers, services and websites, e-learning
portals and other platforms;

- Communicating with third parties and processing their requests;

- Testing and optimising procedures for needs analysis for the purpose of direct
customer contact;

- Advertising and marketing measures (including holding events), provided you
have not objected to the use of your data;

- Asserting and defending legal claims in connection with legal disputes and
regulatory proceedings;
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- Prevention and investigation of criminal offences and other misconduct (e.g.
conducting internal investigations, data analyses to combat fraud);

- Safeguarding our operations, in particular IT, our websites, e-learning portals and
other platforms;

- Purchase and sale of business units, companies or parts of companies and other
corporate transactions and the associated transfer of personal data as well as
measures for business management and to the extent necessary to comply with
legal and regulatory obligations as well as the internal regulations of Fintelligence.

3. Data processing
The data concerned, processing purposes, legal bases and recipients are listed below:
a. Contact via contact form, order form, appointment bookings

If you contact us, we will process the following data from you for the purpose of processing
and handling your request: name, other contact details - if provided by you - and your
message; if applicable, other relevant information provided by you for certification purposes
(e.g. employer, private address, email, SAQ profile, date of birth, language, telephone
number, test date, required product, personal message, employer confirmation if applicable,
expiry date of SAQ certificate, copy of SAQ certificate).

The legal basis for data processing is our obligation to fulfil the contract and/or to fulfil our
pre-contractual obligations and/or our overriding legitimate interest in processing your
request.

b. CRM system / server

Our customer and prospective customer data, data related to contract processing and
business and accounting data are stored and secured on servers in Switzerland. The legal
basis for processing is therefore the fulfilment of contractual obligations or pre-contractual
measures or obligations.

Microsoft is a US company. Data processing may therefore involve data transfers to the
USA. Microsoft is part of the CH-/EU-US Data Privacy Framework for HR and non-HR data
and therefore falls under the adequacy decision of the EU and Switzerland for the USA.
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c. E-learning / User account/ Test

In connection with the opening and use of a user account or one with access to the e-
learning portals of our Learning Management System and other applications, we process
your inventory data (name, address, email address, language, employer, SAQ profile,
learning time, course progress, exam results) as well as your usage data (user name,
password).

This allows you to access your learning content and complete the modules you have booked,
and we can identify you as a customer. The legal basis for this data processing is your
consent and the fulfilment of contractual obligations.

During examinations, videos of the examination situation (person, background if applicable)
can also be recorded via webcam/screen. The image and sound recordings are stored for a
limited time on servers in the EU and are deleted after 90 days at the latest, unless retention
is justified for the settlement of disputes, for legal reasons or for other reasons. These
recordings are for quality control purposes and are made to validate the safety parameters of
a test session. The legal basis for this data processing is your consent and the fulfilment of
contractual obligations.

d. Contact for applications

If you contact us to send us your application as an employee, e.g. by email or via a contact
form, the data you provide (e.g. name, email address, desired location, etc.), your message
and the application documents you submit will be processed exclusively for the purpose of

processing and handling your application request.

The legal basis for data processing is the implementation of pre-contractual measures,
insofar as these are necessary in connection with the decision on the establishment of an
employment relationship or your consent. After completion of the application process, data
processing may take place to protect our legitimate interests, namely to assert and/or defend
claims.

e. Newsletters and surveys

In order to provide you with regular information about our company and offers, we offer you
an email newsletter. You may receive a newsletter because you have purchased products
and/or services from Fintelligence or have registered for them through our websites. We use
the data transmitted to us (email address and other voluntary information) exclusively for
sending the newsletter, which may contain information and offers. We can evaluate whether
you have opened the newsletter and can log the scrolling and clicking behaviour in the
newsletter. This is done for the purposes of tailoring our newsletter to your interests and
improving the content of our newsletter. We work together with https://www.hubspot.com/ to
send out our newsletter. Your data will therefore be transmitted to HubSpot HubSpot is
prohibited from using your data for purposes other than sending the newsletter and
marketing. Hubspot is a certified newsletter software provider that meets the requirements of
the GDPR and Swiss data protection regulations. For more information, see
https://legal.hubspot.com/de/privacy-policy.

The legal basis for sending the newsletter and analysis is your consent. You can revoke your
consent to the storage of data and its use for sending out the newsletter at any time, for
example via the unsubscribe link in the newsletter.
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For surveys we use SurveyMonkey. If you participate in surveys, we process your name,
company, email address and the entries in the comment field. SurveyMonkey is a US
company with data centres in the US, Ireland and Canada. Data processing may therefore
involve data transfers abroad. SurveyMonkey ensures adequate data protection via a Data
Processing Agreement (DPA) that complies with the latest EU and UK approved standard /
model contractual clauses in connection with the EU GDPR and the UK GDPR for all
customers. The legal basis for data processing in the context of surveys is your prior
consent.

f. Use of cookies

We use so-called cookies on our website. Cookies are small text files that are stored on your
device (PC, smartphone, tablet, etc.) and saved by your browser.

Information about the specific cookies we use, their providers and purposes can be found in
our consent banner. There you can give your consent to the respective services, revoke it or
subsequently adjust your settings.

g. Our consent banner

Fintelligence uses Borlabs Cookie on its website, which sets a technically necessary cookie
(borlabs-cookie) to store your cookie consents.

Borlabs Cookie does not process any personal data.

The borlabs-cookie stores the consents you gave when entering the website as a cookie. If
you would like to revoke this consent, simply delete the cookie in your browser. If you re-
visit/reload the website you will be asked again for your cookie consent.

h. Analysis / marketing

aa) Google Services

We use various services from Google Ireland Limited, Gordon House, Barrow Street, Dublin
4, Ireland (hereinafter “Google”) on our website. It is possible that data may also be
transferred to Google LLC, 1600 Amphitheatre Parkway, Mountain View, CA 94043 in the
USA.

Google is part of the CH-/EU-US Data Privacy Framework certified and therefore falls under
the adequacy decision of the EU and Switzerland for the USA.
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Google Analytics 4

We use the tracking tool Google Analytics from Google on our website. We use Google
Analytics to evaluate your use of the website, to compile reports on the activities within this
website and to provide other services related to website usage and thus improve user-
friendliness.

When Google Analytics is used, interactions of website visitors are primarily recorded and
systematically evaluated using cookies. Google Analytics 4 does not store or log IP
addresses.

By using Google Analytics, the following data is processed:

e 3 bytes of the IP address of the system accessed by the website visitor (anonymised
IP address),

the website accessed,

the website from which the user accessed the page on our website (referrer),

the sub-pages accessed from the website,

the length of time spent on the website,

the frequency of visits to the website.

Google Remarketing/Retargeting

We use so-called tracking cookies from Google on our website. When you visit our website,
information about which products you have viewed on our site and which third-party
advertisements and pages users use to access our website is stored in permanent cookies. If
you subsequently visit a partner website, we can display personalised advertising for you
based on the items you have viewed on our website.

Google Ads

We use Google Ads, an online advertising program from Google, on our website. This is
called conversion tracking. If you click on an advertisement placed by Google, a cookie will
be set. This cookie expires after 30 days and is not used to personally identify users. If the
user visits certain pages of this website and the cookie has not yet expired, ourselves and
Google can recognise that the user clicked on the advertisement and was redirected to this

page.

The data collected using the conversion cookie is used to create statistics for Ads customers
who have opted for conversion tracking.

The legal basis for data processing within the framework of the aforementioned Google

services is your prior consent. You can revoke your consent at any time with effect for the
future by adjusting your preferences in our consent banner.
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bb) HubSpot

We use tracking cookies from HubSpot on our website. HubSpot cookies are used to track
visitor behaviour and improve our services. This includes storing personal information such
as email addresses, IP addresses and browser types. For more information, visit the
HubSpot website at https://legal.hubspot.com/cookie-policy.

The legal basis for data processing is your consent. You can revoke your consent for data
processing by HubSpot at any time with effect for the future by adjusting your preferences in
our consent banner.

cc) WPForms

We use WPForms (online forms) on our website. A WPForms UUID cookie (Universally
Unique Identifier) is set. This cookie is used for backend processing and contains no
personal information. You can further adjust your preferences in our consent banner.

External content

We use dynamic content from third parties to optimise the presentation and offering of our
website. When you visit a website, a request is automatically sent to the server of the
respective content provider via an interface, during which certain log data (e.g. the user's IP
address) is transmitted. The dynamic content is then transmitted to our website and
displayed there.

We use external content in connection with the following functionalities:
aa) Vimeo Videos

We have embedded videos from the portal Vimeo.com, Inc. on our website. Vimeo stores
cookies in your browser. The legal basis for the processing is your prior consent. It cannot be
ruled out that data will be transferred to Vimeo, Inc, 330 W 34th St, New York, NY, USA.
Vimeo Inc. is certified within the CH-/EU-US Data Privacy Framework and therefore falls
under the adequacy decision of the EU and Switzerland for the USA.

bb) Integration of YouTube videos

We have embedded videos from the “YouTube” portal of Google Ireland Limited, Gordon
House, Barrow Street, Dublin 4, Ireland (“Google”) on our website. Google does not store
any cookies in your browser. The legal basis for the processing is your prior consent. It
cannot be ruled out that data will be transferred to Google LLC, 1600 Amphitheatre Parkway,
Mountain View, CA 94043, USA. Google is certified within the CH-/EU-US Data Privacy
Framework and therefore falls under the adequacy decision of the EU and Switzerland for
the USA.
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cc) Google Maps

We use the map service “Google Maps” from Google on our website to provide you with an
interactive map. When the map is displayed, data, including your IP address and location, is
transferred to Google servers and stored there. The legal basis for the processing is your
prior consent. Responsible for data processing at Maps is Google Ireland Limited, Gordon
House, Barrow Street, Dublin 4, Ireland (hereinafter “Google”). It cannot be ruled out that
data will be transferred to Google LLC, 1600 Amphitheatre Parkway, Mountain View, CA
94043, USA. Google is certified within the CH-/EU-US Data Privacy Framework and
therefore falls under the adequacy decision of the EU and Switzerland for the USA.

4. Duration of data storage

We only store personal data for as long as it is necessary for the purposes for which it is
processed or until any consent you have given has been withdrawn by you. Insofar as
statutory retention periods must be observed, the storage period for certain data may be up
to 10 years, regardless of the processing purposes.

5. Yourrights as a data subject
a. Information

Upon request, you can receive information about the personal data we have stored about
you at any time.

b. Correction, deletion, restriction of processing (blocking), objection

If you no longer agree to the storage of your personal data or if it has become incorrect, we
will, upon your instruction, delete or block your data or make the necessary corrections (as
far as this is possible under applicable law). The same applies if we are to process data only
to a limited extent in the future. You have the right to object in particular in cases where your
data is required to perform a task carried out in the public interest or in our legitimate interest,
as well as profiling based on this. You also have the same right of objection in the case of
data processing for direct marketing purposes.

c. Right of revocation for consents with future effect

You can revoke your consent at any time with future effect. Your revocation will not affect the
legality of the processing up to the time of revocation.

d. Data portability

If data processing is carried out on the basis of a contract, pre-contractual negotiations,
consent or with the help of automated procedures, you have the right to data portability.
Upon request, we will provide you with your data in a common, structured and machine-
readable format so that you can transmit the data to another controller upon request.

e. Restriction of processing

Data for which we are unable to identify the data subject, e.qg. if it has been anonymised for
analysis purposes, is not covered by the above rights. Information, deletion, blocking,
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correction or transfer to another company may be possible with regard to this data if you
provide us with additional information that allows us to identify you.

f. Exercising your rights as a data subject and right to complain
If you have any questions about the processing of your personal data, information,
correction, blocking, objection or deletion of data or if you wish to transfer the data to another

company, please contact info@fintelligence.ch.

You also have the option of complaining to the responsible supervisory authority regarding
your rights as a data subject.
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